








TABLE OF CONTENTS VI
LIST OF TABLES IX
LIST OF FIGURES X
1            INTRODUCTION 1
1.1 Overview 1
1.2 Background of the Problem 2
1.3 Problem Statement 3
1.4 Project Aim 4
1.5 Project Objectives 4
1.6 Project Scope 5
1.7 Summary 6
2 LITERATURE REVIEW 7
2.1 Introduction 7
2.2 Voice over Internet Protocol 8
2.2.1 Definition 8
2.2.2 Historical Background of VoIP 8
2.2.3 Background Concepts 10
2.2.4 VoIP Benefits and Challenges 17
vii
2.2.5 VoIP Architecture 21
2.2.6 VoIP Solution Components 25
2.2.7 VoIP Protocols and Communication Flow 26
2.2.8 Establishing VoIP Connections with H.323 36
2.2.9 Establishing VoIP Connections with SIP 37
2.3 Steganography 39
2.3.1 Definition 39
2.3.2 Uses of Steganography 40
2.3.3 History of Steganography 41
2.3.4 Digital Steganography 42
2.3.5 Steganography Capacity and Robustness 43
2.3.6 Audio steganography 44
2.3.7 Digital Audio Signal 46
2.3.8 Methods of Audio Steganography 47
2.3.9 Real-Time steganography 50
2.4 VoIP Steganography 54
2.4.1 Previous Researches 54
2.5 Summary 58
3 RESEARCH METHODOLOGY 59
3.1 Introduction 59
3.2 Research Approach 60
3.3 Research Phases and Procedure 61
3.3.1 Study and Analyze 61
3.3.2 Prototype Design and Implementation 63
3.3.3 Suggestions for Capacity Enhancement 67
3.4 Summary 67
4            PROTOTYPE DESIGN AND IMPLEMENTATION 68
4.1 Introduction 68
4.2 VoIP Call 69
4.2.1 Initialize VoIP Call 69
4.2.2 VoIP Conversation 72
4.2.3 Ending VoIP Call 75
viii
4.3 Embedding and Extracting 75
4.3.1 Embedding Process 75
4.3.2 Extracting Process 77
4.4 Voice Waveforms Drawing 79
4.5 Presenting Results 81
4.6 Summary 81
5 RESULTS AND DISCUSSION 83
5.1 Introduction 83
5.2 Current Relevant Steganography Techniques 83
5.3 Testing Approaches and Methods 85
5.3.1 Program Performance 86
5.3.2 Results Listing and Analyzing 86
5.4 Limitations of LSB Steganography Technique 94
5.5 Suggested Steganography Techniques 94
5.6 Summary 96
6      CONCLUSION AND FUTURE WORK 97
6.1 Introduction 97
6.2 Project Summary and Conclusion 98
6.3 Meeting Research Objectives 98
6.4 Project Contribution 99





TABLE NO. TITLE PAGE
2-1 ITU Encoding Standards 15
2-2 Common VoIP Audio Codecs 52
5-1 Summary Comparison between Steganography Techniques 85
5-2 Initial Comparison between LSB Techniques 89
5-3 Result of Hiding 100bytes of Secret Data 90
5-4 Result of Hiding 1KB of Secret Data 91
5-5 Result of Hiding 4KB of Secret Data 91
5-6 Result of Hiding 8KB of Secret Data 92
5-7 Suggested VoIP Techniques 95
xLIST OF FIGURES
FIGURE NO. TITLE PAGE
2.1 Packetization of Voice Traffic 16
2.2 Network Stack 22
2.3 VoIP Stack and Protocols 27
2.4 An RTP Data Transfer Packet 28
2.5 RSVP Merge 33
2.6 H.323 Call Setup Process 37
2.7 SIP Proxy Operation 38
2.8 SIP Redirector Server 38
2.9 Conflicting Requirements for Data Hiding 43
2.10 Audio Signal Coding 46
2.11 Hidden Communication Scenarios for VoIP 56
3.1 Research Phases 61
3.2 Prototype Main Tasks 65
4.1 Prototype Design Phases 68
4.2 Prototype General Architecture 69
4.3 Receiver may accept or reject INVITE message 70
4.4 Messages of VoIP Call 70
4.5 Flowchart of "Send" Threat 73
4.6 Flowchart of "Receive" Threat 75
4.7 Flowchart of Embedding Process (1 LSB) 76
4.8 Replacement of 1 LSB in Embedding Function 77
4.9 Flowchart of Extracting Process (1 LSB) 78
4.10 Screenshot of Waveform Drawing of VoIP Prototype 79
xi
4.11 Screenshot of Prototype GUI Showing Call Results 81
5.1 Screenshot of Prototype Call Waveforms 88
5.2 “Time Used” Measure 92
5.3 “Used VoIP Segments” Measure 93
5.4 “Time Used” Measure 93
